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Abstract
In the last few years, we have witnessed the 

huge popularity of one of the most promising 
technologies of the modern era: the Internet 
of Things. In IoT, various smart objects (smart 
sensors, embedded devices, PDAs, and smart-
phones) share their data with one another irre-
spective of their geographical locations using the 
Internet. The amount of data generated by these 
connected smart objects will be on the order 
of zettabytes in the coming years. This huge 
amount of data creates challenges with respect 
to storage and analytics given the resource con-
straints of these smart devices. Additionally, to 
process the large volume of information generat-
ed, the traditional cloud-based infrastructure may 
lead to long response time and higher bandwidth 
consumption. To cope up with these challenges, 
a new powerful technology, edge computing, 
promises to support data processing and service 
availability to end users at the edge of the net-
work. However, the integration of IoT and edge 
computing is still in its infancy. Task scheduling 
will play a pivotal role in this integrated architec-
ture. To handle all the above mentioned issues, 
we present a novel architecture for task selec-
tion and scheduling at the edge of the network 
using container-as-a-service (CoaaS). We solve 
the problem of task selection and scheduling 
by using cooperative game theory. For this pur-
pose, we developed a multi-objective function 
in order to reduce the energy consumption and 
makespan by considering different constraints 
such as memory, CPU, and the user’s budget. 
We also present a real-time internal and external 
container migration technique for minimizing 
the energy consumption. For task selection and 
scheduling, we have used lightweight contain-
ers instead of the conventional virtual machines 
to reduce the overhead and response time as 
well as the overall energy consumption of fog 
devices, that is, nano data centers (nDCs). Our 
empirical results demonstrate that the proposed 
scheme reduces the energy consumption and 
the average number of SLA violations by 21.75 
and 11.82 percent, respectively. 

Introduction
Rapid advancements in information and communi-
cations technology (ICT) along with an exponential 
increase in smart devices in the last few decades 
have led to the emergence of one of the most 
popular technologies, the Internet of Things (IoT). 
IoT consists of billions of interconnected devices 
for providing seamless services such as smart trans-
portation, e-healthcare, smart education, and smart 
sensing to end users. Consequently, bulk data 
generation is inevitable from such a huge inter-
connection of heterogeneous and geographically 
distributed devices. This is evident from statistics 
given in [1], which predict that almost 50 billion 
devices will be interconnected to the Internet by 
2020. The current number of connected devices 
is already greater than the world population and is 
exponentially increasing, as shown in Fig. 1a. The 
huge amounts of data that will be produced by 
all these interconnected objects will need to be 
handled efficiently. Moreover, these large numbers 
of interconnections would also be associated with 
real-time network traffic in order to access different 
services. This would also require seamless compu-
tation and processing of the data collected from 
various devices with heterogeneous capabilities.

Integration Challenges of 
IoT and Cloud Computing

From the above discussion, we note that the 
transmission of large amounts of data to the core 
cloud computing platform requires context-aware 
services to be available to end users. For instance, 
owners of high-speed vehicles may be interested 
in knowing the “best” route (e.g., the one with 
the least traffic) to their destination. In contrast, 
other users might be interested in managing their 
home appliances remotely based on the current 
demand-response mechanism.

In short, the integration of IoT with the cloud 
computing platform is necessary for efficient pro-
cessing of stored data at the cloud repository. The 
cloud data centers are robust with respect to han-
dling a diverse range of computations for vari-
ous applications. However, the transfer of large 
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chunks of data to the remote cloud platform from 
the mobile nodes needs higher bandwidth, which 
in turn may cause higher latency and network 
overhead. This in turn poses additional challenges 
such as achieving lower response time and high 
service availability [2, 3]. Moreover, the mobili-
ty of users exacerbates these problems further, 
particularly for delay-sensitive applications. For 
instance, according to a recent survey conducted 
by Gartner, nearly a quarter billion vehicles will be 
connected to the Internet by 2020. These vehicles 
are expected to become an important compo-
nent of the future IoT-based infrastructure for pro-
viding in-vehicle services and automated driving 
capabilities. These statistics indicate that the num-
ber of consumers and the data they generate are 
expected to increase exponentially in the future. 
Therefore, there is a need for a new technology 
that can achieve fast response times for executing 
various jobs, even when the connected nodes/
smart gadgets (vehicles, mobile sensors, moving 
objects, etc.) are highly mobile. In such an envi-
ronment, fog computing can provide support to 
real-time delay-sensitive applications to end users. 
Figure 1b depicts the evolution of various tech-
nologies in the last few decades. As the figure 
shows, fog computing seems to be a promising 
technology to address the challenges we have 
identified earlier. Its significant advantages over 
existing technologies such as cloud computing, 
managed services, utility, grid, client-server, and 
mainframe computing are also shown in the fig-
ure. For instance, various performance metrics 
such as computing power, service delivery, per-
formance, reliability, scalability, and mobility have 
shown significant improvements in this context 
with recent technological advances. In contrast, 
response time, cost per service, infrastructure 
investment, and latency have gradually reduced 
with increasing technological advancements.

The Evolution of Edge/Fog Computing
To enable seamless, real-time data processing, the 
concept of edge/fog computing [2] was proposed 
by Cisco in 2014. This concept extends the notion 

of cloud computing to the customer’s premises, 
wherein the computing, networking, and storage 
requirements would be met at the edge of the 
network. It also deals with the processing of the 
workload on the fog devices (placed at the edge 
of the network) instead of relying on the core of 
the cloud platform to perform the required pro-
cessing. Due to this reason, edge computing has 
emerged as a promising solution for enabling the 
seamless processing of data in the proximity of 
the user in real time. Edge computing is also often 
referred to as “cloud close to the ground” [4].

Edge Computing vs. Cloud Computing
The distinctive characteristics of edge computing 
over conventional cloud computing (based on 
a centralized approach) have increased its pop-
ularity among researchers and academicians. In 
comparison to cloud computing, edge computing 
is based on the concept of localization to enable 
fast processing and reduce latency. In addition, 
the fog devices used in edge computing are wide-
ly deployed at locations (e.g., public libraries, 
shopping malls, parking lots, and highways) that 
are close to users. In contrast, the core compu-
tational units used in cloud computing (i.e., data 
centers, DCs) are not as distributed and are often 
found at locations far from the user, resulting in 
relatively slower response times. Edge computing 
serves various services at the edge of the network 
using fog hardware devices such as nano-DCs 
(nDCs). Unlike conventional DCs, nDCs are 
characterized by relatively low computational 
and storage capabilities. These nDCs consist of 
computing devices including-PCs, tablets, laptops, 
wearable computers, smart displays, and so on. 
To support real-time data efficiently, there is a 
need to schedule the various tasks in an optimal 
manner in order to meet various SLA parameters 
such as response time, service availability, latency, 
and costs. In order to address these challenges, 
in this article, we propose container-as-a-service 
(CoaaS) to achieve task selection and schedul-
ing at the edge of the network. In comparison to 
virtual machines (VMs), containers are relatively 

Figure 1. Edge computing revolution: a) number of connected devices vs. the world population; b) evolution of edge computing.
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lightweight virtualization instances [5, 6]. With-
in VM, many containers can exist for managing 
task scheduling and load balancing in a virtual-
ized environment. Hence, their scheduling and 
migration are considered more appropriate than 
conventional VMs in terms of reduced network 
bandwidth utilization and energy consumption. 

Research Contributions of This Work
We summarize the major contributions of this 
work as follows.
•	 We present a novel architecture called “con-

tainer-based edge service management system 
(CoESMS)” that leverages the advantages of 
IoT and an edge computing platform for real-
time data processing. It takes the benefits of 
the popular CoaaS for enhancing the perfor-
mance and scalability of the fog computing 
devices.

•	 We propose CoaaS for energy-efficient task 
selection and scheduling at the edge of the net-
work in order to meet users’ SLA requirements. 
Task selection and scheduling are achieved 
using cooperative games among brokers and 
among containers. Using these two cooperative 
games, the objectives with respect to nDC’s 
energy consumption and tasks’ makespan (the 
maximum time it takes for a task to complete) 
are achieved.

•	 We present a performance evaluation of our 
proposed scheme and demonstrate its superior 
performance (using various performance met-
rics) over other existing approaches.

Organization
The rest of the article is structured as follows. The 
following section presents our proposed architec-
ture and its layers. Next, CoaaS for energy-effi-
cient task scheduling is explored. We then present 
the experimental performance evaluation results. 
Finally, we conclude the article.

Container-Based Edge Service 
Management System

This section presents the detailed architectural 
diagram used in the proposed CoESMS.

Figure 2 shows the architecture of CoESMS 
consisting of three main entities: resource con-
sumers (C), utility provider (P), and suppliers (S). 
It also consists of five different layers, which we 
describe as follows.
Layer 1 :  resource consumer laer (RCL)         }   C
Layer 2 :  requirement collector layer (RCol)  
Layer 3 :  controller layer (CL)
Layer 4 :  broker layer (BL)

⎫
⎬
⎪

⎭⎪
P

Layer 5 :  computation layer (Col)                   }    S  
We describe each layer below.

Layer 1: Resource Consumer Layer
This layer comprises the fog resource consumers 
such as IT clients and end users. These consum-
ers initially access the smart devices through a 
local area network (LAN) and submit their service 
requests via the edge gateway. The gateway pro-
vides a channel to handle data communication 
between an xternal network and the core net-
work. Hence, the edge gateways relay the het-

erogeneous data and user requests to the second 
layer of the system for further processing. In short, 
this layer is only responsible for aggregating and 
redirecting the user task requests to the CoESMS.

Layer 2: Requirement Collector Layer
This is the second layer of the proposed system 
and comprises two modules: the task requirement 
module (TRM) and the user task request mod-
ule (UTRM). Using these two modules, the tasks 
that would be executed at the edge are selected, 
while the rest of the tasks are forwarded to the 
core of the network. The main functionality of the 
TRM is to evaluate the task’s request requirements 
with respect to the various parameters for further 
processing. These parameters include task type, 
task size, budget, and time. The parameter “task 
type” can either be computation-intensive, stor-
age-intensive or network-intensive task. Hence, 
the proposed fog platform provides services to 
the user only if the task type does not fall within 
this classification. Otherwise, tasks are redirected 
to the core of the network.

The next parameter is the “task size” and is clas-
sified into four categories. The first category rep-
resents tasks that have a low requirement for CPU 
time and memory; the second category denotes 
tasks with intermediate CPU and low memory 
requirement; the third category comprises tasks 
with intermediate CPU and high memory require-
ment; and the fourth category represents tasks that 
require high CPU usage and high memory require-
ment. The other two parameters, budget and time, 
are also considered as dynamic parameters. Their 
values vary in predefined ranges according to the 
service level agreement (SLA) between the user 
and the utility provider. Based on the above clas-
sification, each task request is associated with the 
above specified parameters. The corresponding 
configuration information is then stored using a 
heap data structure in the form of an application 
form. The proposed work is done by the user 
requirement module (URM). Additionally, the 
URM associates the user defined task requests with 
the required number of containers based on each 
one’s configuration information. The module also 
assigns each user request with a unique request 
id. This identifier helps to schedule the task on the 
required containers and helps to track the process. 
After this, the generated application form is for-
warded to the next layer.

Layer 3: Controller Layer
This layer is an important part of the proposed 
scheme and primarily controls the task schedul-
ing process. We describe this layer in detail in the 
next section. This layer comprises two modules: the 
resource monitoring module (RMM) and the con-
tainer scheduling module (CSM). The RMM con-
tinuously keeps track of the idle containers that are 
available for task scheduling. Based on the informa-
tion received from this module, the CSM schedules 
the tasks on the containers in an energy optimal 
manner using the proposed game theoretical frame-
work, which we discuss in the next section.

Layer 4: Broker Layer
This layer acts as an intermediate entity between 
layers 3 and 5. The interaction between these 
layers is extensively used in the task scheduling 

The gateway provides 
a channel to handle 
data communication 
between an external 
network and the core 
network. Hence, the 
edge gateways relay the 
heterogeneous data and 
user requests to the sec-
ond layer of the system 
for further processing. In 
short, this layer is only 
responsible for aggregat-
ing and redirecting the 
user task requests to the 
CoESMS.
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process. This layer is designed to select, rank, and 
reserve resource combinations in the form of con-
tainers. This is achieved with the help of the bro-
ker that belongs to the fog computing platform. 
The primary responsibility of this fog broker is to 
handle the user services, keep track of available 
VMs and containers, and delegate the requests to 
the containers of VMs.

Layer 5: Computation Layer
The last layer comprises the nDCs that actually 
execute the tasks using the lightweight containers. 
It also incorporates a node-level local controller 
which keeps track of all containers at the nDC 
level and their current status. Depending on their 
current status, the controller selects the containers 
that can be allocated to different tasks. Addition-
ally, it also performs container migrations within 
and between the VMs. These migrations are car-
ried out for reducing the overall energy consump-
tion of the nDCs during unexpected failures

CoaaS for Energy-Efficient Task 
Scheduling at the Edge

CoaaS is an emerging technique that allows task 
scheduling on lightweight containers and supports 
their migration whenever required. It can also 
be viewed as an alternative solution to hypervi-
sor-based virtualization, which is inadequate to 
execute time-critical tasks. The latter also lacks 
the capability to reallocate runtime resources. At 
present, four major virtualization technologies are 
available in the literature; these include para, full, 
operating system (OS) level, and native virtual-
ization. Para-virtualization was first introduced by 
the Xen Project team and is considered as a light-
weight virtualization technique. It enables hard-

ware virtualization and does not rely on the virtual 
extensions of the host machine. Full virtualization 
provides a VM environment that fully simulates 
the host’s underlying hardware. Native virtualiza-
tion partially simulates the hardware to run the 
full-fledged OS. The OS-level virtualization is also 
known as container-based virtualization and is 
the most popular one among all the virtualization 
techniques [7].

In this work, we focus on container-based virtu-
alization because it helps to deploy the tasks over 
the containers. Moreover, it also supports light-
weight migration within and among VMs. This, in 
turn, helps in live system updates and eliminates 
the need for hardware emulation by using the 
underlying host OS. It should be noted that all the 
containers inside VMs share a single OS kernel. 
The main advantages of using containers over VMs 
include light weight, increased performance, higher 
efficiency, and no need for privilege instruction 
trapping. In short, containers can be executed at 
a higher speed than VMs and can be used for 
real-time data collection from end users. Contain-
ers also share kernel instances, OS, and network 
connections. The VMs, on the other hand, have 
their own virtualized network, BIOS, CPU, and OS. 
Additionally, containers enable a higher degree of 
application execution using fewer OSs in compari-
son with VMs. Table 1 highlights the relative differ-
ences between containers and VMs.

Container scheduling and migration as pro-
posed in this work can be best understood by 
using Fig. 3, which shows that the container 
scheduling and migration are managed automat-
ically by the docker (a software framework built 
around the container engine). The docker con-
tains all the components required for runtime task 
execution such as configuration files and databas-

Figure 2. Proposed architectural diagram of the conatiner-based edge service management system (CoESMS).
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es. It enables an additional layer of abstraction 
and virtualization. It is particularly used for Linux 
OS and leverages the resource isolation feature 
of the underlying kernel. This, in turn, permits con-
tainers to be independently executed within the 
kernel instance, thereby eliminating the need to 
initiate and maintain VMs [7]. 

Figure 3 illustrates task scheduling using con-
tainers. In the proposed scheme, only L num-
ber of containers have been considered on two 
VMs. The docker engine helps schedule the 
tasks over the portable containers. The sched-
uled containers then execute the tasks. After task 
execution, the containers are freed. The docker 
also handles container-to-container migration 
for various scenarios such as task failure, down-
time, and energy management. For instance, the 
simplest approach to trigger the container migra-
tion(s) is on the basis of energy usage of the 
servers. Hence, the migration would be initiated 
whenever the utilization of the server exceeds 
or falls behind the predefined upper and lower 
threshold limits, respectively. These migrations 
can be either within (internal) or between the 
VMs (external), as shown in Fig. 3.

Operation of CoESMS: 
Task Selection and Task Scheduling

This section describes the operation of the pro-
posed CoESMS. The major emphasis of CoESMS 
is on energy consumption reduction while 
meeting users’ requirements for accessing vari-
ous services such as traffic information, parking 
information, and infotainment services. It aims 
to provide an efficient task scheduling manage-
ment system while satisfying the increasing user 
demand for data access and addressing the con-
straints of the traditional cloud computing plat-
form.

The overall operation of CoESMS is shown 
in Fig. 4a. The TRM module of layer 2 validates 
the different tasks according to their respective 
task types as specified above. Based on this eval-
uation, the tasks are either processed at the edge 
or at the core of the network. Moreover, layer 2 
generates the configuration list of the requested 
tasks to be executed at the edge using the heap 
data structure.

This user’s requests application form is sent to 
the controller of layer 3. The CSM module then 
validates the number of containers (hi) required 

Table 1. Comparison between containers and virtual machines (VMs).

Parameter Containers Virtual machines

Type of virtualization
Based on OS-level virtualization where the virtual 
layer acts as an application above the OS.

Part of completely virtualized environment which 
abstracts only the underlying physical hardware. 

Degree of security and 
quality assurance

High risks involved due to direct deployment of 
containers over OS.

Relatively low risks are involved if the containers are 
deployed inside VMs.

Type of resource sharing
Containers share kernel instances, OS, bare file 
system and network connection.

VMs have their own virtualized network, BIOS, CPU, 
OS and disk storage.

Performance
Enable maximum degree of application execution 
using the least number of servers.

VMs can execute a higher number of applications 
with a variety of OS.

Type of user space
Separate user space to run each application 
instance.

VMs contain common user space for each applica-
tion instance. 

Kernel state
Require booting for running OS and application 
loading.

Require application loading only since the kernel is 
already operational.

Start and stop time
Start and stop time of docker container is less than 
50 ms.

Start and stop time of VM is 30-40 and 5-10 secs 
respectively.

Degree of overhead Low startup overhead for launching containers. Relatively high overhead for launching VM.

Memory and CPU usage
Lesser CPU and memory usage per container 
instance.

Large memory and CPU usage per VM instance.

Migration and  
management

High migration speed and management as they-
support lightweight package.

Low migration speed and slower management 
because they aredone on a large scale.

Cost
Cost overheads are lower because of lower opera-
tional and hardware investment.

VMs are typically heavyweight which incur high cost 
overheads.

Need of guest OS
No need to have a separate guest OS because 
each instance of application shares a common 
kernel and host OS.

VMs allow to share single hardware with multiple 
guest OS.

Tools
Various container virtualization tools are OpenVZ, 
docker, Sandboxie, Warden/Garden.

Various hyper-virtualization tools are Virtual PC, 
Virtual Box, WM-Ware, Xen, KVM.

Standardization
Not well standardized and involves complexity in 
OS and kernel specification.

Well standardized system having the same capabili-
ties same as the bare-metal system.

The simplest approach 
to trigger the container 
migration(s) is on the 
basis of energy usage 
of the servers. Hence, 
the migration would be 
initiated whenever the 
utilization of the server 
exceeds or falls behind 
the predefined upper 
and lower threshold 
limits, respectively. 
These migrations can be 
either within (internal) 
or between the VMs 
(external).
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by each ith task. This hi is then compared to the 
available number of containers (a) as reported by 
the RMM. If the number of containers required 
by the task is less than or equal to the number 
of available containers, the task is scheduled for 
container allocation and is passed on to the next 
layer. Otherwise, the task is not configured for 
allocation at the edge, and in this case the task is 
sent to the core for further processing.

In the next phase, the CSM selects the bro-
ker j among N available brokers as depicted in 
Fig. 2. This selection of the broker for further task 
processing is formulated as a cooperative game 
theory [8–10]. In the proposed scheme, we have 
considered an n-player game, where each player 
(i.e., broker) attempts to reduce the overall com-
munication cost based on the current bandwidth 
(Bj) and the load status (Wj). The utility function 
of brokers (mj) is formulated using weighted con-
tributions of these two parameters, that is, Bj and 
Wj, as follows:

µ j =
1
N

×
α.Bj

β.Wj Wj
max

s.t. α,β ∈[0,1]  
where Wj

max denotes the maximum load capaci-
ty of the jth broker, and the parameters a and b 
refer to weights for Bj and Wj, respectively. The 
higher the value of mj, the higher are the chances 
of selecting the jth broker and vice versa. More-
over, the selected broker sends the configuration 
details of the task i under consideration to the 
local controller of layer 5 for final task scheduling. 
The local controller then maps the tasks to the 
available containers across different VMs based 
on various configuration parameters (e.g., task 
type, CPU time, budget, and memory). The map-
ping of the tasks to the appropriate containers 
can be viewed as a multi-objective cooperative 
game and is defined as follows.
Definition 1: Suppose we have a total of M task 
requests that need be to mapped to P contain-
ers across Q VMs available at the nDC level. The 
makespan of the ith task request is represented as 
Ai, i ∈ [1, M] and refers to its maximum comple-
tion time. The primary objective of the multi-ob-
jective cooperative game theoretical model is to 
schedule the set of task requests to the kth con-
tainer(s) such that the total energy consumption 

of the nDC and makespan of the tasks (F(x)) are 
minimized while satisfying the following set of 
constraints:

Minimize F(x) = f(E(x), A(x));
s.t. ci(x) ≤ bx,k, ∀i, k,
mi(x) ≤ gx,k, ∀i, k,
bi(x) ≤ Lx,k, ∀i, k,
x ∈ S

where F(x) is the objective function as per the 
solution x among the available set of feasible solu-
tions (S). Here, the parameter S denotes the avail-
able search space, which constitutes the feasible 
solution according to the set of constraints taken. 
E(x) and A(x) represent the minimization functions 
corresponding to the nDC’s energy consump-
tion and task execution time, respectively. The 
constraint parameters ci(x), mi(x), and bi(x) corre-
spond to the ith task’s CPU, memory, and budget 
requirements, respectively. In addition, bx,k, gx,k, 
and Lx,k represent the limits on CPU, memory, 
and budget with respect to resource usage func-
tion on the kth container for a given task assign-
ment, respectively.

The multi-objective scheduling scheme dis-
cussed above is formulated using cooperative 
game theory. However, due to the complexity of 
this problem, it is further formulated as a sequen-
tial cooperation game. Hence, the major parame-
ters of this game are elaborated as follows:
•	 The set P containers across the nDC act as play-

ers in the cooperation game.
•	 The utility function of the competing players is 

computed as follows:
µk = arg min E(x),A(x)( )( )  

•	 The set of strategies (D and b) adopted by the 
players is determined by the following set of 
constraints:
ci(x) ≤ bx,k, ∀i, k
mi(x) ≤ gx,k, ∀i, k
bi(x) ≤ Lx,k, ∀i, k

Here, strategy D refers to the task distribution 
matrix with respect to different VMs and con-
tainers. Strategy b represents the CPU allocation 
matrix. The objectives and the above mentioned 
constraints are defined accordingly. We describe 
them in Fig. 4b. Here, the parameters Eact and 
Eidle refer to the total energy consumption of nDC 
when it is active and idle, respectively. Similarly, 
Pact, Pidle, Tact, and Tidle refer to the nDC’s power 

Figure 3. Task scheduling at the container level.
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consumption and related time slots. Other param-
eters are container-specific and refer to the total 
number of tasks mapped, number of processors 
assigned, data size of tasks mapped, processing 
rate, task’s processing time, and task’s cost. These 
are represented using parameters dk, qk, dk, bk, pk, 
and ck, respectively.
•	 Each player aims to minimize the multi-objec-

tive function F(x) in the multi-constraint environ-
ment.
In cooperative games, the players in a group 

coordinate their moves and actions while lever-
aging the advantages of some transferable utility. 
This means that the players with a greater utility 
function can coordinate with the players with a 
lower utility function to achieve optimal results. 
The most popular approach to obtain the opti-
mal value of a defined function in this case is by 
using the Lagrangian equation. However, due to 
the complexity involved, it is difficult to reach its 
optimal solution. Hence, in order to deduce the 
results of the formulated game, we express it as a 
sequential cooperation game in which the partic-

ipating entities, called the players, initially start by 
selecting a predefined strategy and observe the 
actions of the preceding players. Hence, the inter-
mediate solutions across different stages adhere 
to the equations as specified in Fig. 4b. The sym-
bol, S, as given in the equations, denotes the set 
of stages in the game, and each player uses a set 
of strategies based on the task and CPU allocation 
in the previous stages. It is important to mention 
here that the Nash equilibrium for the proposed 
scheme can be achieved as described in [11].

Performance Evaluation
Simulation Setup

This section investigates the impact of the pro-
posed CoESMS on the overall energy utiliza-
tion at the edge of the network, while ensuring 
adherence to the SLA. It is implemented using 
an extended version of the popular cloud simu-
lator CloudSim, ContainerCloudSim [12]. It pro-
vides a containerized environment with respect 
to cloud computing for modeling and simulation. 
This is done by comparing the proposed scheme 
with an existing scheme that does not implement 
CoESMS. This operation of the existing scheme 
can be summarized as follows. It selects and 
schedules the tasks on available containers on a 
first-come first-serve basis. Additionally, the broker 
selection is relatively simple: a particular broker is 
selected based on its availability and its current 
workload, in contrast to our proposed scheme, 
which is based on the game theoretical concept.

The experimental simulation tests were repeat-
ed 25 times across a 24-hour simulation period. 
The related simulation parameters with respect 
to nDCs, VMs, and containers are summarized in 
Table 2. A total of 200 nDCs, 450 VMs, and 750 
containers were used to perform extensive simula-
tions. Additionally, four different types of VMs and 
three types of containers were also considered, 
wherein each VM has different CPU and memory 
configurations, as shown in Table 2.

To evaluate the two schemes based on the 
above simulation setup, workload traces from 
PlanetLab were used [13]. The performance of 
the two schemes were compared using the fol-
lowing four performance metrics.

Total Number of Container Migrations: This 
metric evaluates the total number of internal 
and external container migrations so as to min-
imize the total energy utilization of the servers 
available at the edge of the network. A simple 
threshold-based mechanism is considered for this 
purpose where the utilization levels of servers is 
above 80 percent or below 50 percent (if utiliza-
tion is below 50 percent, migration is also done in 
the proposed scheme).

Container Overhead Analysis: Although con-
tainers are lightweight entities, they do have 
associated overheads, especially during their 
migrations. This overhead is due to the container 
startup time and number of migrations done.

Average Number of SLA Violations: The SLA 
metric is defined according to [12, 14]. It is con-
sidered to be violated when a VM hosting con-
tainer(s) does not get its requested CPU share. 
Alternatively, it can also be defined as the differ-
ence between the required and allocated CPU 
share of each VM.

Total Energy Consumption (kWh): This met-

Figure 4. Detailed operation of CoESMS: a) sequence diagram for task selection 
and scheduling using CoESMS; b) the multi-objective game theoretical 
approach for task scheduling.
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ric represents the amount of energy actually uti-
lized by the individual servers to provide various 
services to the end users. The total energy con-
sumption of the nDC is calculated by aggregating 
the individual energy consumption of its servers. 
Here, CPU utilization is chosen as an important 
parameter to estimate energy consumption using 
the linear model as defined in [12, 15].	

Results and Discussions
Containers are virtual entities that are more 
lightweight than VMs. Containers also support 
seamless internal and external migrations without 
imposing any significant overheads on the under-
lying system’s CPU and memory utilization and 
network bandwidth. Thus, the proposed CoESMS 
efficiently schedules the tasks in an energy-effi-
cient manner using containers. Figure 5a shows 
that the average number of container migra-
tions is higher with CoESMS when compared to 
the other scheme by 8.42 percent. This directly 
implies that the proposed scheme minimizes the 
total energy consumption of the servers by trig-
gering container migrations whenever required.

In the proposed scheme, container migrations 
are initiated based on the server’s utilization level 
as mentioned above. As containers are relatively 
lightweight entities in comparison to VMs, they 
generate negligible computational and network 
overhead. However, the main overhead with con-
tainers is caused by the container’s startup time. 
Hence, the overhead analysis of both schemes 
has been done with respect to the average start-
up time per container migration. Our results are 
depicted in Fig. 5b, which shows that the average 
startup time of the containers in both schemes is 
comparable. This is because the containers share 
the kernel instances and support quick startup 
times compared to VMs.

In addition, the experimental results shown in 
Fig. 5c further show that the proposed CoESMS 
also reduces the number of SLA violations com-
pared to the existing scheme. This can be attribut-
ed to the fact that the proposed scheme maps 
the tasks to containers based on the multi-objec-
tive game theoretical approach, which formulates 
the game among the containers and selects the 
most optimal task for execution. As a result, the 
proposed scheme achieves an 11.82 percent 
decrease in the number of SLA violations com-

pared to the existing scheme.
Finally, the overall energy utilization within 24 

hours of simulation is shown in Fig. 5d. The results 
are derived using the energy consumption func-
tion shown in Fig. 4b.

This consumption is in accordance with different 
tasks with respect to their CPU requirements. Results 
demonstrate that the proposed scheme achieves 
21.75 percent better results compared to the existing 
scheme. This can be attributed to the energy-efficient 
task scheduling on containers and their migrations, 
which is the core of the proposed CoESMS.

Conclusion
The rapid growth of the Internet of Things in the 
last decade has been enabled by cloud comput-
ing technologies to some extent. However, the 
exponential increase in the number of connected 
devices is creating new challenges for the exist-
ing cloud computing infrastructure in terms of 
network delays and higher bandwidth consump-
tion. To address these emerging challenges, we 
leverage the benefits of edge computing for pro-
viding ubiquitous services to end users. Howev-
er, task selection and scheduling at the edge of 
the network play a very significant role. Thus, in 
this work, we propose CoESMS for energy-effi-
cient task selection and scheduling using cooper-
ative game theory. We propose game theoretical 
models from broker to broker and container to 
container in order to minimize the overall energy 
utilization of servers and makespan of tasks while 
scheduling the tasks on lightweight containers. 
Extensive simulations have been performed on 
workload traces obtained from PlanetLab, and 
the results indicate that our proposed scheme 
performs better than the existing scheme with an 
energy utilization reduction of almost 21.75 per-
cent and on average, a decrease of 11.42 percent 
for the number of SLA violations.
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Table 2. Simulation setup with respect to the configurations of nDCs, VMs, and containers.

Nano data center configuration and power characteristics

nDC type CPU (3 GHz) 
cores Memory (GB) Pidle (W) Pmax (W) Number of nDCs

1 8 128 93 135 200

Container and virtual machine configurations

Container 
type

CPU MIPS 
(1 core) Memory (GB) Number of 

containers VM type CPU cores Memory (GB) Number of VMs

1 4658 128 250 1 2 cores 1 113

2 9320 256 250 2 4 cores 2 113

3 18636 512 250
3 1 cores 4 112

4 8 cores 8 112

Containers are virtual 
entities that are more 
lightweight than VMs. 

Containers also support 
seamless internal and 

external migrations with-
out imposing any signif-
icant overheads on the 

underlying system’s CPU 
and memory utilization 

and network bandwidth. 
Thus, the proposed 
CoESMS efficiently 

schedules the tasks in 
an energy-efficient man-

ner using containers.
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Figure 5. Performance comparison between the proposed and existing schemes with respect to different performance evaluation met-
rics: a) number of container migrations with respect to time; b) overhead analysis of the schemes with respect to number of con-
tainer migrations per unit time; c) average number of SLA violations observed during task scheduling: d) total energy consumption 
of nDCs with respect to time.
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